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Typical example of work with databases
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Stacked Queries Injection
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UNION based
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UNION based
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UNION based

* We can see the result of query

e Brute count of columns after UNION SELECT

 Use comment symbols to slice end of the
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Error based

 We can see mysql error, but can't see value of
any column

e Some functions execute inserted query first

o Use function, which return error with result of our
guery to database



Error based
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Blind injection
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Blind injection
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True — user() = r?77@7?77. ..




Double Blind
(Time-based)
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Blind injection
(optimization)
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Out-of-Band
(windows only)
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Second Order
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Column Truncation

4 chars + 6 spaces + 1 symbol

Check passed! There is no
registered users with same
username

mysql will cut 11th symbol, so
user will have login ‘root
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Column Truncation
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Auth check passed, show user info: «

[

root[6 spaces] | ...

0 root
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