Session fixation



What is a session”
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Hi!

Web App

Hi!

Set-Cookie: PHPSESSID=deadbeef...



What is a session”
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I'm Mark!
Cookie: PHPSESSID=deadbeef...
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Web App >
l Ok!

/tmp/sess_deadbeef. ..
s:4:"Mark":



What is a session”
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Hi!
Cookie: PHPSESSID=deadbeef...
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Web App >
I Oh, hi Mark!

/tmp/sess_deadbeef. ..
s:4:"Mark":



What do we need?

¢ XSS

« HTML injection

* Any set-cookie custom scripts
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What Is a session fixation?
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http://app/?redir=/
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Set-Cookie: sess=aaa %20sess=aaa
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Hacker



What Is a session fixation?

'

Login me, I'm admin!
Cookie: sess=aaa
< ‘\

Web App User

A;//app/?redir:/
%0d%0aSet-Cookie:

%20sess=aaa




What Is a session fixation?

Login me, I'm admin!
& Cookie: sess=aaa
Ok, logged!
Web App

/tmp/sess_aaa
s:4:"admin®;
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