Race Condition



WTF is Race Condition?

t's a logical vulnerability
it's really easy to miss in a source code
Can be anywhere, in web apps too

Can be a critical vulnerability in some cases

—asy to find and to reproduce



How does It work'”?
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WEB and Race Condition:

Temp Files



Race Condition in WEB #1

1. Recelve file from user

2. Write tile to temp dir

3. Read and check file from temp dir

4. Delete file, it check tunction return False

5. Print results



Race Condition in WEB #1

1. Recelve file from user

2. Write file to temp dir 4 Any our file is on server's FS!

3. Read and check file from temp dir
4. Delete file, If check function return False

5. Print results



Condition in WEB #1

& nttp://test.com/..1/race-test.php -~
= test.com a‘k 2w B O 3 A O Eoupr B =
upload and check this: 06z0p.. ®aiin we s=ibpan. Send File

This is not gif




Example from real life #1

i0 D & rdot.org

\_A LFI yepes phpinfo

B npoaonxeHue Tembl YHuBepcanoHsiv LFI ana Windows+PHP
MoTecTvn BOT 3TO

Uurara:

CoobuieHue or tipsy 3
Perucrpauus:
11.07.2010
CoobweHwii: To ecTs 3Tansi NPUMEpPHoO Takue (Mory ownbaTscs)
‘;égwaum: 1) ycraHaBnnBaeTcsi coequHeHue
311 2) HAYHUHAaKT nepengaBarTscs 4aHHbIe
3) cpa3y nocne nonyyYeHus 3aro/IoBKoB anay onpegenser, yro php gaiin cywecresyer n nogrpyxaer php. Orcioga pasHele 4151 BCEX pa3Mepb!
"MuHumansHoro ganna” - geno B 6ygepusaymi.
4) php co3gaér ¢pan, Ha 3TOM 3Tane Kog CKPHUITa He MMEeT 3HaYEeHHNs
4.1) chavin HanonHAETCcAa JaHHbIMH
5) nepegavya gaHHbIX 3aKaHYNBaercs
6) ncnonHsierca php kog (B HawemMm cny4dyae phpinfo)
7) php ornpaBnsaer BbIBOZ CKPHNTa anavy
8) php genaer cleanup, ynanss ¢aiin, n 3asepwaer pabory
9) anay oTcbLINAaeT BLIBOA CKPUNTA KO3EpY.

XKUPHbLIM BbIAENUA 3TalNbl, H3 KOTOPLIX pawn cyujecreyer.
B sToM cyeHapuu pann npuaércs 6pyTuThL, HO €CTb HeMasliasi BEPOSTHOCTb, YTO NyHKTbI 8 U1 9 B peanbHOCTH CTOAT B 06parHOM nopsigke, To ecrb 40 Tex

nop, noka AaHHbIe He 6yAyT OTNpasfeHsb! 3epy U 3anpoc He 3asepwunrcs, php He cgenaer cleanup.

B TakoM cnyyae BO3MOXXHO HannucarTk 3KCMN/I0MUT, KOTOPLIA Ha HU3KOM ypoBHEe GVAGT Cc76OTMpOBc'JTb nontyyeHue nocieqHero rnakera ¢ 4aHHbIMA.

lMpoBepuTL BO3ZMOXHOCTL CO34aHUS TAKOI0 Cr/I0NTa MOXHO Tak:
<? phpinfo();
system("touch /tmp/lastiine”);

>

u 3axare yepe3z mod_bwlimit tpag go 6aira B cekyHay. Ecnu tmp @ain yaanurcs cpasy nocne colgaHus lastline, 3Ha4YUT ysi3BUMOCTH HET.




WEB and Race Condition:

Money Transfer



Race Condition in WEB #2

1. Get user1 balance
2. Get user? balance
3. Check, it user has available money to transter

4. Calculate new balances for accounts

5. Update balance at DB



Race Condition in WEB #2

Thread 1:




Race Condition in WEB #2

Thread 1:




Race Condition in WEB #2

http://test.com/race-test2/

& test.com c Mou w B O 3 A O Eoupr &

Go!




Example from real life #2

[ 3 habrahabr.ru ¢ (4] i 3 | » [

M S @0 habrahabr.ru
Ho BCeraga ecrb OGXOA ANA TaKMX «nony 3awnT» — MOXHO 3aJIOrMHUTBCH B O4AVH U

TOT XX€ aKKayHT C ABYX pa3HbiX 6pay3epos / ceccumi. Toraa akcnayarauums
BbIMNSAUT NPUBNM3UTENBHO TaK:

homakov.blogspot.com 346.0

3 23 1,2k #3aknagoiBaeM napaMeTpbl nepesoaa B obe ceccuu
Mpocune MyGnukauun KommerTapuy ViabparH curl starbucks/stepl -H «Cookie: session=sessionl» --data
«amount=1&from=wallet1&to=wallet2»
curl starbucks/stepl -H «Cookie: session=session2» --data

KaKﬂ B3nOMaﬂ StarbUCkS ans «amount=1&from=wallet1&to=wallet2»

#opHospemeHHoe oaobpeHune nepesoaa $1 ¢ kapTel 1 Ha KapTy 2.

6e3nMMMTH0r0 K0¢e curl starbucks/step2?confirm -H «Cookie: session=session1» & curl

N1 c 19.N1

starbucks/step2?confirm -H «Cookie: session=session2» &

3TO UCTOPUS O TOM, Kak s Hawen cnocob HareHepuTb Heorpa
Mocne 5 NonbITOK HUYEro MHTEPECHOro HEe NPOM30LWN0 U 8 XOoTen yxe 6bino

caatbes. Oco6eHHOCTb COCTORHMUA MOHKKU B TOM, 4YTO €€ MOXHO /NINWb NONbITAaTbCA

AE€HEr Ha NoAapo4YHble KapTbl CTap68KC8, TeM cambiM obecne!

NOXW3HEHHbIA 6ecnnaTHbli Kode, HyY UK YKPacTb Y HUX Nap
APYruMu cnocobami. HaWTV CTOPOHHEMY aTaKyloweMy, Belb HEM3BECTHO, Kakue 3awmTbl CTOST (YMcno

3anpocos no IP? 3anpocos Ha akKayHT? 3anpocoB Ha AeWCTBUE?) M eANHCTBEHHbIN
WUTak, He Tak 4aBHO MHE B rof0BYy Npuwna uaes Kynuto 3 Ka cnocob nNpoBepuUTb YSA3BMMbI 1M Bbl — 3TO TWATENbHO NPOayaAnpoBaTh MCXOAHbIM
Kaxaas. KOA Ha Hanuyue A0MKHbIX NECCUMUCTUYECKUX NOKOB B Hase AaHHbIX.

Ha 6-o# 3anpoc npousowno 4yao — nepesos Obin NnpovsBeneH ABa pa3a U y MeHs
crano aAge kaprol ¢ 15 u 5 gonnapamu, 20 B8 cymme. YT1o6bl cuuTaTe 3710 3a proof of
concept, ocranocb y6eanTsCs, 4TO MarasuH NPUMET 3TU KapTbl.

A nowen B 6anxanwun pabortarowmn Crapbakc Ha market st.

— [aiTe MHe yero-Hubyab Ha $16.
— O_o.

— Hy 410 y Bac camoe goporoe?

— BOH Te CaHABMYM.




Conclusion

* |t's not a bug, It is a security vulnerability!
 Make your multithreading application safe
* L ock or sync vars, files, etc to avoid it

-+ Never forget about Race Condition!



