SQL-injection



WTF is SQL-injection?

Typical example of a work with databases

 GET /news php?id=1337
T ————
e
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Stacked Queries Injection

Add your SQL to request:
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UNION based

Add valid SQL gquery and rewrite the results

© GET /news php?id=1337+UNION+SELECT+12
T ————
st g e s
—



UNION based

Now, add full SQL-query and get the result
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UNION based

 \We can see the results of the query

e Brute count of columns after UNION SELECT

e Use comment symbols to slice end of the



Error based

 We can see mysql error, but can't print result of
the SQL query

e Some functions execute inserted query first

e Use function, which return error with result of our
guery to the database



Error based

No error

© GET Jprint.php?param=name
R
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Error based

Result of query execution in error message!
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Blind SQL-in]

We can't see the result, but ...
True




Blind SQL-in]

We can check the result of query!
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Double Blind

Pages are similar, use time detection!




Blind SQL-in]

Optimization technigues:
Binary search

a074c5929fb80888a09bc6fa0878b08d




Blind SQL-in]

Out-of-Band (Windows only)



Fragmented SQL-in

Don’t break the query!
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Column Truncation

Registration processing:

Check passed! There is no
registered users with same
username
v
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user will have login ‘root



Column Truncation

Authorization processing:

[
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root[6 spaces] | ...

Auth check passed, show user info: «

0 root
>
1| root[6 spaces] | ...
v



