
Command injection



wtf cmd inj?

Command injection - type of code injection, that follows to unauthorized command 
execution on remote server through vulnerable web application.
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… easier to call it this way, right?
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how to inject?
Function User input

sequential execution ; evil

pipe | evil

cmd substitution `evil`

cmd substitution $(evil)

AND && evil

OR || evil

Output redirection > somefile

Input redirection < somefile



blind cmd injection
Time-based detection using sleep command:



semi-blind cmd injection
GET to your server or use OOB to exfiltrate data:



Filters bypass

Sometimes application can filter space or tab symbols

In the case we need to put another delimiter to send a command we want 



Filters bypass

And here we go with $IFS$9 that transforms our payload to

cat$IFS$9/etc/



wtf is $IFS?

$IFS is a UNIX environment variable that keeps current system delimiter

But OS has to be able to find that variable in payload

curl$IFSlocalhost - bad, cause OS will think that $IFSlocalhost is variable 

curl$IFS$9localhost - good, cause $9 usually contains empty string 



Real life example



Let’s practice!


