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DNS rebinding” Again?!

Discovered in 2007
Still relevant after 11 years
How many CVE’s with «dns rebinding»?

It can be critical!!
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Discovered in 2007
Still relevant after 11 years
How many CVE’s with «dns rebinding»"

It can be critical!!1

YOU:UNDERESTIMATE NARONER!
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What is DNS rebinding”?
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= OK, receive HTTP answ from 13.37.13.37
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= After 59 seconds TTL is over,

so what is A for pew.hacker.com now? ’ ﬁ
/
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- A for pew.hacker.com is 192.168.0.1 ﬁ
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What is DNS rebinding”?
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User visits web-page and gets our real ip with short ttl.
Surfing the site, browser asks for ip again, because of cache time.
We give internal ip of service we need.

Next http goes by our domain to local ip and we get secret data!1!!
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Surfing the site, browser asks for ip again, because of cache time.
We give internal ip of service we need.

Next http goes by our domain to local ip and we get secret data!1!!




What about accidents?

e [OT

e Crypto wallets

* Desktop applications

e Clouds
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Google home

APl provides device control without any authentication:

e Playing content

e Scanning

* Reboots

e Joining WIFI networks

* efc.

Attack scenario:
De-anonymization by checking nearby WIFI AP
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Sonos WIF| speakers (CVE-2018-11316)

Sonos UPNP web server gives access for interesting pages:

e 192.168.1.76:1400/support/review - output of several Unix
commands
e 192.168.1.76:1400/tools - lets you run a few of Unix commands

Attack scenario:
Use traceroute cmd to scan network topology
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Radio Thermostat CT50 (CVE-2018-11315)

APl provides device control without any authentication:

* Climat mode
e [emperature
e Light mode

* eflcC.

Attack scenario:
Make your neighbor burn in hell :)
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Roku TV (CVE-2018-11314)
APl provides device control without any authentication:
* Running apps i g
e Playing content e [ o
e Searching — '“"”'“-
| - —

Attack scenario:
Stealing sensitive data
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Any WIF| Router

Attack scenario:
Login with default creds on admin panel or just brute them!

Panel ip could be default or WebRTC leakage could help us %)
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 We can de-anonymize user
* \We can scan networks
 \We can mock user ;)

* Anything else, depends on loT abillities
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Geth ethereum client with JSSON-RPC service

JSON-RPC is a remote procedure call protocol encoded in JSON.

Example request:
Example response:

<
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Most of the ethereum clients run a JSON-RPC
service on port 8545 on localhost. So...

Service provides interesting functions,
such as eth_sendlransaction, etc.

AS result, It's time to
DNS rebinding!



Crypto wallets
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Example of stealing wallet address and balances via
DNS rebinding

[ rebinddns.ml X

& - C | ® rebinddns.mi

ThiS iS the POC Of Geth DNS An embedded page at w17dejx8iiks53xr.etherclient.mil: :

8545 says:

Click the button Below to Start

Found 1 ether accounts

0xc22668da781f01ffd537a7cba7eff4ebfcddcc79 --> 0
Start

Wait 00:09




Crypto wallets

EOSIO keosd wallet

N\

keosd service runs on localhost:8900 and signs any
transaction for 15 minutes after password prompt

Going deeper into the API, we'll find useful functions

RONE
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EOSIO keosd wallet

Example of rebinding attack with stealing public key:

Applications ¥ Places ~ ® Google Chrome ~ Wed Jun .

] a.35.203.53.123.1 X
C 0O O Not: e 23520353123 1time. 127,00 [."i]'.um- repeat.rebind.network

ban @ EOS BB bloc
..time.127.0.0.1.20time.repeat.rebind.network:

8900 says

POST /v1/wallet/get_public_keys HTTP/1.1
Host: pew.hacker.com



Crypto wallets summary

 \We can steal user's money
* \We can change user’s configs

 We can de-anonymize users
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Desktop applications -

Transmission client with JSON-RPC service

Service allows us to change user contigs by RPC requests




Desktop applications -

Transmission client with JSON-RPC service
Request

>

{"method":"session-set","arguments”:{"download-dir":"/tmp/pwned"}}

lock.cmpxchg8b.com says:

{"arguments":{},"result":"success"}




Desktop applications

uTorrent web client with JSON-RPC service

Service allows us to change user configs
and download files by RPC requests

RONE



Desktop applications -
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uTorrent web client with JSON-RPC service

Service allows us to change user configs
and download files by RPC requests

Auth Is needed, but available from localhost by
http://localhost: 19575/users.conf

How to exploit it? .




Desktop applications

uTorrent web client with JSON-RPC service
Step 1: get auth token

Request
Response

<




Desktop applications -

uTorrent web client with JSON-RPC service
Step 2: change download directory to Startup folder

Request

>




Desktop applications -

uTorrent web client with JSON-RPC service

Step 3: download torrent containing evil.exe

Request

>




Desktop applications -

uTorrent web client with JSON-RPC service

As result, our evil.exe will be launched after next reboot!
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Minikube

-

o,

Minikube Is a tool that makes it easy to run Kubernetes locally.
Minikube runs a single-node Kubernetes cluster inside a VM
on your laptop for users looking to try out Kubernetes or
develop with it day-to-day.
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Minikube VM always have ip 192.168.99.100
Minikube Web Intertace accessible on :30000

You can create evil container with a shared folder hosting OS




Desktop applications

Minikube

First, we need CSRF token:

Next, we can create evil container with a
shared folder hosting OS



Desktop applications

Minikube

Request example:




Desktop applications -

Minikube

Previous request created a container with this config:




Desktop applications -

Ruby on rails RCE

RoR allows us to run ruby code from web page

O vk v L wseemt v Aus el et B g < f ewares - @ Marennn s v A e 1 D T o 1 Y S
ActiveModel::ForbiddenAttributesError in UsersControllerfcreate




Desktop applications

Ruby on rails RCE

How does the exploit look like”




Desktop applications

Ruby on rails RCE

How does the exploit look like”




Desktop applications

Ruby on rails RCE

How does the exploit look like”




Desktop applications -

Blizzard client with JSON RPC service (yes, again..

7R

Service is available on localhost; 1120

Service accepts commands to install, uninstall, change
settings, update and other maintenance related options.



Desktop applications

Blizzard client with JSON RPC service

Authentication supported, but you
can get auth token the following way:

>

Response




Desktop applications

Blizzard client with JSSON RPC service

Loariczd hen:s ¥ i) Blzard DS Reondng les X

C | @ lack cmpychgeb. ocmyya-cod 7

¢e this calculater to find rbadr hostrarmes lock cmpzchg3b.corm savs

artAck =eresstal: -

2 “plavahle’  fFlsF,

o "nstelled” : fdse,

T prugress'; 0,000000,
"plavable prugess®; 2 0C0O00D

b cbinding Zost TRL htig: %1 %Z rbndrus 1120/8hseedae bl duwnliad walel=": abe,
pabc_applizatior_comoeke" ; falze,

| o 12700 "staze" ; 10C0,000CCO,
ebinding =ost /i 27.00.1 "downlaad_raze" : 0.030000,

R 1T T SIIRI 2 "downlaad_rcrvairing” : 0,30000C,
ebinding Zost 2 1 Attzck Zerver) 12201 2L "rvo_comrlozc_bytes" : 000000,
R "mro_wmitzen_Evkec" : C,20000C,

"mro_kailec_by:es” 1 0,000C00,
{ "mro_exvpacted_ovtes' : 0.0CCO0D,
"needs_‘ebzsz': “alce,

otc that shus attack can takc up te dve minwes to wor<, trs would be aaspcring while yoa reaed a webste 1n tac bas:
his covld be sped up constderasly by Zorcing das cache cwiction, but this derae docan't do shat Opcr she conzole 1F1

o7 loag to wwatt betvre=a attempts (ceconds, 20 warks bect for chrome)

::L']id- : ..b?:tla- nEt-.’ n n - ".Jjan—d Q-. :RIQFI
lllnstru?-_tm l::_pr*oduct ) :" Bna”, "nsing_media” : fASR,
game dir": "I:/exploit®, "ctca _uddate” | true,
ol e , R T I R S oende “fina_Zlzed”: true “extended_statLs’: {
sl corrpand Lo send on suecess {delaul, vall mstall ballle ne. Lo ciezplen) 3 el : 0.00C000,

“lelal’ ; 0,00CC0O0,
"staze" ; 0,000000,
"remaining' ; 0,002000,
“rete' 0.C0O0D00,

Furzz2 Caznz2 Exnicliur

ease watup to five ranutes 1Prese F 12 to see debug meszazzs). . (Ware wailing for TTTE cache zaies to expuae)



Desktop summary

RCE on host

VM escape

Data disclosure

elcC.
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What about headless browser?

Use of analytic system in cloud is a bad idea.

Why"?

Similarly, web analytics systems will often fetch any unrecognized URL specified in the Referer header of
arriving visitors. Some analytics systems will even attempt to actively crawl the entire website specified in a

referer URL for SEO purposes. This behavior may prove useful, so it's worth specifying a permissive robots.txt
file to encourage it. This is effectively a blind SSRF vulnerability as there's no way for the user to view the results
of the analytics system's request, and it often occurs minutes or hours after the user request, which further
complicates exploitation.

HTTP "hidden" attack surface via Reterer, that's why!



Clouds
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But how to prevent chrome headless
exiting after DOM loading?
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Cloud services as AWS use bots for crawling hosts.

Step 1. How to freeze bot on our page?

. We can use image with bigger Content-Length that it is.
. As a result, bot would think that img is not loaded yet and will
walit.

. Here we go with standard rebind technique!
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Cloud services as AWS use bots for crawling hosts.

Step 2. Do what you want!

1. You can scan local network for interested services
2. You could be authorized to local services
3. You can steal creds of other cloud services

4. Many...MANY other fun activities :)
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Metadata API

AWS EC2 has a feature called the Instance Metadata Service.

This enables any EC2 instance to access a REST API running on
169.254.169.254, which returns data about the instance itself.
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Metadata API

Request




Clouds -

Metadata API

Response
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Metadata API

Request

Response
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Metadata API

Request
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Metadata API

Response
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Metadata API

AWS Compromised!!1




Incidents summary
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Weak points:

* APl without any authentication

* |Local services without any authentication
* |gnoring host parameter in requests

e Using HTTP instead of HTTPS
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