Race Condition



WTF i1s Race Condition?

it's a logical vulnerability
lt's very easy to miss in source code
Can be anywhere, in web apps too

Can be a critical vulnerability in some cases

—asy to find and reproduce
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WEB and Race Condition:

Temp Files



Race Condition in WEB #1

1. Recelve file from user

2. Write file to temp dir

3. Read and check tile from temp dir

4. Delete file, it check tunction return False

5. Print results



Race Condition in WEB #1

1. Recelve file from user

2. Write file to temp dir 4 Any our file is on server's FS!

3. Read and check file from temp dir
4. Delete file, If check function return False

5. Print results
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up]oad and check this: 06a0p Daan we oxbpan
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Example from real life #1

rdot.org
_ LFI yepes phpinfo

B npoponxenune remsl Yuusepcansusiv LFI ana Windows+PHP
fNorecTun 80T 310

Unrara:

CooSuwenne or tipsy 3,
Perucrpaums
11.07.2010
Coobwenmi TO €CTb 37ank! NPHMEPHO Takue (Mory owndarscs)

415
n - 1) ycranasnmnBaercs coequHeHne
cenyTauMn;

311 2) HAYNHHAKT NePefABATLER AAHHLIE
3) Cpasy nocne nonyveHHn 3aronosKkos anavy onpegenser, 4yro php ann cywecrasyer n nogrpyxaer php. Orcoga pasHsie 418 BCex pasMeps!
“MurnMansHoro ganna® - geno 8 Sygpepmusaymnm
4) php cozgaér pain, Ha 3ITOM 3TanNe Kog4 CKPHINTa HE HMEET 3IHAYEeHHA

4.1) bann HaAnNONHACTCA JAHHbIMMH

5) nepegaua gaHHbIX 3aKaHYNBACTCA

6) ncnonuserca php xog (8 Hawem cnyyae phpinfo)

7) php ornpasnser BLIBOQ CKPpHUNTA anavy

8) php genaer cleanup, yaanss ¢ain, n 3asepwaer pabory
9) anav oTCLINAET BLIBOA CKPHINTA 03EPY.

KHUPHBIM BHIAGNHA 3TANbI, H8 KOTOPLIX Pann CylulecTeyer.
B 3Tom cyerHapum ann npuaérca 6pyTuTh, HO €CTh HEMANasn BEPOATHOCTL, YTO NyHKTH 8 1 9 B peansHOCTH CTOAT B O6ParHoOM NoOpRAKe, TO eCTb A0 Tex

nop, NOKa AaHHele He ByAayT OTNPasNeHb! I03EPY M 3anpoc He 3asepwnrcn, php He cgenaer cleanup.

B TaKkoM Cnyvae BOIMOXHO HanNMCarb SKCNNOHAT, KOTOPLIA H8 HHMIKOM ypoBHe Gyaer caboTHpoBars NONYYEHHE NOCNEANErO NAKETa C AaHHbIMH,

MpoBepHTL BOIMOXHOCTE COIAAHMA TAKOIO CNNOHTA MOXHO TaK:

<? phpinfo();

system("touch /trmp/lastiine”);

7%

M 3axars wepes mod_bwlimit tpag 4o Gadra 8 cexyHay. Ecnmn tmp Qann yaannurcs cpasy nocne cosganmnn lastline, 3HaYnT yR3smMMOCTH Her.




WEB and Race Condition:

Money Transfer



Race Condition in WEB #2

1. Get user1 balance
2. Get user?2 balance
3. Check, if user has available money to transfer

4. Calculate new balances for accounts

5. Update balance at DB



Race Condition in WEB #2

Thread 1:




Race Condition in WEB #2

Thread 1:
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Example from real life #2

habrahabr.ru O
':0 habrahabr.ru
Ho Bcerpa ecrb 06X0A ANA TAKMX «NONY 3AWMNT» — MOXHO 3a/10MMHUTLCA B OAUH U
- { -
homakov.blogspot.com 346,0 0,0 TOT X€ aKKayHT C ABYX pasHbix 6pay3sepos / ceccuin. Toraa akcnnyarayms

BbIFNAANUT NPUBNU3UTENLHO TaK:

i 23 1,2k 38 #3aknaabiBaem napameTpsl nepesoaa 8 obe ceccum
Lo MyGramcaipon KOMMOHTODI iOpen curl starbucks/stepl -H «Cookie: session=session1» --data
«amount=1&from=wallet1&to=wallet2»

curl starbucks/stepl -H «Cookie: session=session2» --data

Kak 4 B3ﬂOMan StarbLICkS Aj'l;] «amount=18&from=wallet1&to=wallet2»

#opHospemernHoe oaobperne nepesoaa $1 ¢ kaprol 1 Ha kapry 2.

683ﬂI/IMMTHOI'O Koq)e curl starbucks/step2?confirm -H «Cookie: session=session1» & curl

starbucks/step2?confirm -H «Cookie: session=session2» &

3TO MCTOPUA O TOM, KaK 5 Hawen cnocob HareHepuTs Heorpa

AEHEr HA NOAAPOMHBIE KAPTHI CTAPGAKCA, TeM CaMbiM obecne Mocne 5 NONLITOK HUYEro MHTEPECHOr0 HE NPOU3OLWND U A XOTeNn yxe 6b1no

NOXM3IHEHHbIN BECNNaTHbIN Kobe, Hy MAK YKPaCcTb Y HUX Nap caarbcsi. OCoO6eHHOCTb COCTOAHWA MOHKK B TOM, YTO €€ MOXHO NvlWb NONbITaTLCA

APYrUMK cnocoBamu. HAWTKU CTOPOHHEMY 2TaKyOLWeEMY, Belb HEM3BECTHO, KaKne 3amTbl CToAT (Ymcno
3anpocos no IP? 3anpocos Ha aKKayHT? 3anpocos Ha AEWCTBME?) U eANHCTBEHHbIA

Urak, He TaK A3BHO MHE B roNosy NpUwnNa naes Kynute 3 Ka cnNocob NPOBEPUTE YAIBUMbBI N Bbl — 3TO TWATENbHO NPOAYAUPOBaTH UCXOAHBIN

Kaxaas. KOA Ha Hanunuue AO0/IXKHbIX NeCCMMMCTUYECKHUX JIOKOB B 6ase AdHHbIX.

Ha 6-0i1 3anpoc NnpoM30WwNo Yyao — nepesoa 6bin NPoM3BEAEH ABA Pa3a U Y MEHSA
Ccrano aAse Kaprol € 15 u 5 gonnapamu, 20 8 cymme. Ytobbl cumuTaTs 310 3a proof of
concept, ocTanock yb6eanTuCsa, YTO MArasuK NPUMET 3T KapTsl.

A nowen B Gnuxaiwmnin paborarowmi Crapbakc Ha market st.

— [Oaire mHe yero-nmbyas Ha $16.
— O_o.

— Hy 4T0 y Bac camoe goporoe?

— BOH Te CaHaBMYMN.




Conclusion

e |[t's not a bug, it is a security vulnerability!
 Make your multithreading application safe
* | ock or sync vars, files, etc to avoid it

- Never forget about Race Condition!



46.101.105.58:8282
| or
github.com/cyberpunkych/ph2016



46.101.105.58:8282
http://github.com/cyberpunkych/ph2016

